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Innovation and Automation



The problem is clear. 
Threat actors are becoming 
more advanced—
and therefore more successful. 



3,930 breaches 
in 2015

953 breaches 
in 2010

321 breaches 
in 2006

736 million 
records were 
exposed in 2015, 
compared to 96 
million records
in 2010.
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Source: World’s Biggest Data Breaches, 
Information is Beautiful

The modern cyber threat pandemic 
is growing.
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Source: World’s Biggest Data Breaches, 
Information is Beautiful



Today’s Reality

• Mandiant M-Trends 2018
• Shows that 4 in 10 breaches were detected via outside organizations 

versus internally.
• Shows that only ~21% of compromises were detected in under two 

weeks, and > ~60% took two months or longer to detect.
• Shows that threat actors were present on victims’ networks for a 

median of 101 days before being detected.
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The security industry is facing serious talent shortages.

“Only 65% of organizations have a cybersecurity expert, despite the fact that 95% expect 
cyber threats to increase over the next three years’’ –Gartner CIO Agenda Report, 2018

Without automation, your team do everything 
manually.

You either don’t have budget 
for more employees, can’t 
find trained security 
personnel, or a combination 
of the two.



It’s a perfect storm. 
Cyber attackers are becoming more 
sophisticated. The attack surface is expanding 
with the IoT and the cloud. And the cyber crime 
supply chain is becoming more organized and 
better funded.

Motivated 
Threat Actors

Cyber-Crime 
Supply Chain

Expanding 
Attack Surface



It’s become apparent that prevention is not enough.
A strategic shift is occurring—from prevention-centric strategies to detection 
and response.

Sources: Gartner, Shift Cybersecurity Investment to Detection and Response, January 2016; Gartner, Forecast: Information Security, Worldwide, 2014-2020, 1Q16 Update, April 2016
Note: Excludes security services from estimated overall market spend for enterprise information security

By 2020, 60% of enterprise information security budgets will be allocated for rapid 
detection and response approaches, up from 20% in 2015. –Gartner, 2016

Detection & 
Response

IT Budgets 2015

Prevention

Detection & 
Response

IT Budgets 2013

Prevention

Detection & 
Response

Prevention

IT Budgets 2020



Improving your mean time to detect (MTTD) and mean time to respond 
(MTTR) is the best solution to keeping modern threats at bay.
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But there 
are obstacles
holding you back 
from reducing your 
MTTD and MTTR



Obstacle 1: Alarm Fatigue

Your team is struggling to keep 
up with thousands of alarms 
every day. They’re being 
bombarded and they have no 
idea where to spend their 
time. The worst part is they 
can’t discern real events from 
false ones.

“37% of Cybersecurity professionals 
report facing 10,000 alarms per month, 
of which 52% are false positives” - IDC



Your team is using a multitude of technologies and attempting to tie data together manually. They’re 
constantly going from one screen to the next—creating a maze of confusion around your current 
state of security.

Log Management SIEM

Endpoint Monitoring 
& Forensics

Security Automation 
& Orchestration

Network Behavioral 
Analytics

Security Analytics

Obstacle 2: Swivel-Chair Analysis



Obstacle 3: Forensic Data Silos

Your team is operating with 
multiple data sets. They’re 
struggling to somehow manually 
consolidate and correlate 
intelligence, but this process is 
error-prone, ineffective, and 
inefficient. 



Obstacle 4: 
Fragmented Workflow

To investigate an incident, your team may 
be using informal processes and tools 
such as email, spreadsheets, Google 
Docs, and more to collaborate. 

Threats that could be detected slip 
through the cracks and are forgotten 
because your team lacks a centralized 
workflow and case management system.



Obstacle 5: Lack of Automation

Without automation, your team does 
everything manually, meaning fewer 
investigations can be conducted and a single 
incident can be time consuming. 

“Most commonly reported SOC size is 5 people or less 
for businesses under 10,000 people”

-2017 SANS Survey on Security Operations Centers 



But don’t worry.
You can overcome these obstacles 
without hiring a 24x7 SOC.



Security Orchestration, Automation, and Response (SOAR)

How can SOAR Help your organization?

Drive efficiency within your SecOpps teams with a goal to:

• Automate repetitive manual processes
• Reduce qualification, detection & remediation times. 
• Measure and manage Security Team’s efficiency
• Increase Return On Investment

According to security communications firm Everidge, the average time for first-time 
respondents to become engaged in an incident was 27 minutes.  Automated solutions 
can reduce response times to 5 minuets or less - this represented $190,000 in savings 
per major IT incident.

SOAR



Security Orchestration, Automation, and Response (SOAR)

Overview – SOAR is Coming Here

• Relatively new segment, first appearance in mid 
2010’s

• Automation capabilities have existed in product 
sets for a long time but remained under-
utilized.  

• Number of recent acquisitions of standalone 
tools, vendors are preparing their strategies

• Adoption mix of organizations varied, becoming 
more attractive in the SME space

SOAR



Gartner Market Definitions

2018 Preparing Security Operations 
For SOAR

Orchestration: This is more contentious (among 
both vendors and enterprises) and relates to 
coordinated workflows with manual and automated 
steps, involving many components and affecting 
mostly information systems (but sometimes also 
humans)

Automation: This concept is relatively easy to 
understand: It is about software and systems 
taking actions on their own, typically to affect 
other information systems and applications

Workflow: This is a more general term. Workflow 
may include a series of actions taken by humans 
and machines that affect both humans and 
machines

No Gartner Magic 
Quadrant for SOAR. 

Pure-play SOAR vendors are actively trying to 
get acquired by SIEM vendors.

“From a technology infrastructure 
perspective, SOAR tools are not very 

complex. Most of the complexity of these 
tools is related to proper integration with the 

external systems and services.” (Anton)

“Gartner predicts broader adoption of SOAR 
tools, but perhaps not at breathtaking speeds.”



Threat Lifecycle Management Workflow

CollectCollect DiscoverDiscover QualifyQualify InvestigateInvestigate NeutralizeNeutralize RecoverRecover

• Determine what data and operational capabilities should be most protected
• Aligned with overall organizational risk management.
• Once you have determined what data and operational capabilities should be protected

you can determine how best to detect threats against this data/Infrastructure with 
analytics and SAO.

• Empowers your team to dramatically reduce MTTD and MTTR by combining 
automation, collaborative workflows, case management.



Suggestions for Effective TLM

• Collect and centralize forensic log data across the relevant systems
• Focus on smaller number of scenarios.
• Develop your own procedures for:

• Monitoring and qualifying alarms
• Fully investigating that threat to determine if a security incident has or is occurring
• Determining standard response and mitigation procedures
• Post-incident recovery

Its unlikely that you will successfully implement an SAO strategy if its not aligned to a 
coherent workflow!



SOAR Core Capabilities

Case & Incident 
Management

Threat Intelligence & 
Business Context

Response Automation

Security Effectiveness 
Metrics



Case & Incident Management

• Provides consistent investigative tools 
throughout the incident response 
process

• Provide a single view of pre-enriched 
data for incident investigation 

• Start a workflow in another system

• Provide set of procedures (playbooks) 
for incident management 



What are playbooks? 
• Playbooks enable analysts to handle routine incidents 

in a predictable way with repeatable workflows.
• Provide a set of detailed steps for dealing with the 

incident, not just a response action. 
• Playbooks are usually part of an alert, and are usually 

contextual.
• OOB playbooks important but can be too generic
• Playbooks should be customizable to allow specific 

context for your organization to be added. 



For the CISO: Playbooks Explained



SOAR “Orchestration” Workflow



Automations
• Automate responses to incidents * Leverage automation for 

predictable, repeatable tasks * Pre-staged actions aligned to 
Playbooks. 

Alarm Automated Action
Communication to C&C Add IP or URL to Blocklist

Case Created Create Incident in ITSM like ServiceNow

Lateral Movement of Compromised Acct

Disable Account in AD

Reset password

Disable Azure AD Acct

Malware Detected Multiple times

Invoke auto-scan

Quarantne endpoint

Disable NIC card

Suspicious File Upload to VirusTotal for Quick analysis

Community Sends an automated message containing the details 
of a triggered alarm to a Slack channel



Threat Contextualization

Commercial Providers Open-source ProvidersStandards-Based

Threat feeds enable quicker detection, qualification and investigation of high-
impact threats.

• Abuse.ch

• AlienVault

• HailATaxi

• Malware Domain

• PhishTank

• SANS-ISC

• SpamHaus

• TOR Network



• Metrics don’t only help measure 
improvement, but provide indicators 
on how to continue that improvement. 

• Measure and manage your efficacy 
across your technologies, people, and 
processes

• Measure MTTD, MTTR, time to 
investigate, Alarms (response and 
SLA’s)

• Better align resource to business risk

Security Effectiveness Metrics



Considerations for SOAR Adoption 

• Testing Capability
Test automated actions and scripts before they go in to production!

• Approval Mechanism
Consider change control issues. Buy in from IT stakeholders is Critical!

• Partnerships Ecosystem
how well does the solution integrate in to your environment?

• Integration Costs
Value of SAO is to enable or automate data from other systems. Can you 
access them, how easy is it? 



SOAR Market



Automated and Semi-Automated Actions

Actions for mitigating or containing threats 

Select Certified Plug-ins
• Anue Dynamic Filtering
• Cisco ISE
• Cisco Stealthwatch
• Local Windows User Management
• Microsoft Active Directory User/Group Management
• Microsoft Active Directory Password Reset
• Microsoft User Log-off
• Microsoft Windows Process Management
• Microsoft Windows Service Management
• Palo Alto Networks
• OpenDNS / Cisco Umbrella

Select Community Plug-ins
• Carbon Black
• Cisco ASA

Actions for collecting context to expedite 
investigations

Select Certified Plug-ins
• Add Item to List
• Cisco AMP ThreatGrid
• CSV Lookup
• HaveIBeenPwned
• NeXpose
• VirusTotal

Select Community Plug-ins
• Google Maps
• Putty
• Windows Data Masking

Remediation Context



Conclusion for Why SOAR?

• Minimize MTTD & MTTR by standardizing and 
automating response

• Increase analyst efficiency and effectiveness to 
detect & neutralize threat actors 
• Work from a single pane of glass to avoid swivel chair analysis
• Streamline workflows and playbooks for automated response actions
• Leverage automation for repeatable and predictable tasks

• Realize better ROI in technology and staff
• Leverage your existing security tools with automation
• Increase staff productivity



Why Security Orgs Want SOAR

 Need to reduce MTTD & MTTR
 Need centralized forensic visibility and command
 Need to enhance staff productivity
 Need to measure and manage SOC efficacy

 Need consistent and collaborative IR workflows

 Need collaborative integrated & interoperable 
tools (that don’t break the budget)

 Need to adhere to compliance mandates
 Need to reduce false alarms and false positives



Please share:  Q&A and/or Experiences


